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Abstract— Summative online examinations is a high stake 
process which faces many security threats. The lack of face-to-
face interaction, monitoring or invigilation motivates many 
threats, which includes intrusion by hackers and collusion by 
students. This paper is based on a survey of literature to present 
a threat classification using security abuse case scenarios. 
Collusion is one of the challenging threats, when a student invites 
a third party collaborator to impersonate or aid a student to take 
an online test. While mitigation of all types of threats is 
important, the risk of collusion is increasingly challenging 
because it is difficult to detect such attacks. 
Keywords—Online examination,  collusion, impersonation, 
threats, security 
I.  INTRODUCTION  
A threat is the potential for misuse or abuse that will cause 
harm or exploit assets [1].  In security taxonomy, threats 
which exploit vulnerabilities of assets are interruption, 
interception, modification and fabrication [2]. An online 
examination is considered a critical asset in the context of 
online learning. It is delivered in a remote web based 
environment which is open to a wide number of security 
threats [3]. In an attempt to protect secure assets, it is 
essential to understand and identify the nature of all threats. 
Miguel et al., [4] state that security threats in online 
examinations can be approached in two stages i.e. threats are 
analysed, and then, recommendations are introduced and 
discussed in order to cope with the detected threats.  
This paper is based on a literature review to present a 
classification of threats to online examinations.  
II. BACKGROUND 
Online examinations faces a number of security threats. 
However, many authors agree that cheating motivates and 
contributes to a large number of them. It is widely reported 
by researchers in all forms of education [5, 6]. Research has 
taken place on cheating dating back to the 1930s [7]. More 
work was published on this subject in 1960s and 1970s [8, 
9]. Bowers [6] reported the involvement of 75% of students 
from 99 colleges and universities in the US in cheating 
activities. Thirty years later McCabe and Pavela [10] 
repeated the study and reported involvement of 70% of the 
students in cheating. It is considered a challenging issue for 
online courses and examinations. McGee [11] states that 
cheating is a priority for all environments, however it is a 
particular concern for courses offered in a remote online 
learning environment. 
For example, numerous studies [12, 13, 14] have reported 
that online learning offers more opportunities for cheating 
than traditional face-to-face examinations. Chiesel [p-339 
,15] reported that 64% of university professors perceived 
cheating in online examinations to be easier. In another study 
King [16] reported that 73.6% of students perceived that 
cheating in online examinations is easier compared to 
traditional face-to-face exams. Pillsbury and Harmon [17, 
18] in their studies indicated that unethical conduct has 
intensified in online learning platforms due to more 
opportunities for cheating as a result of use of technology 
and the Internet. The lack of physical interaction or 
monitoring during learning and examinations is a security 
risk which increases opportunities for cheating.  
Some researchers indicate that there was no difference in 
cheating due to the use of examination environments [19, 
20]. McNabb surveyed faculty members regarding their 
perception of cheating in online and face-to-face 
examinations. The majority of faculty members did not 
believe that there was a difference in cheating between the 
two environments. Spaulding [20] presented a similar 
literature survey reporting no difference in cheating between 
different environments. McGee [11] argues that much of the 
research about cheating is based on self-reports or students’ 
perceptions of academic dishonesty. Spaulding [20] state that 
it is difficult to capture comprehensive rates of cheating in 
either environment 
Students often cheat in online examinations to qualify or 
enhance their grades. This motivates a number of unique 
security threats which may be classified into multiple 
categories including non-intrusion and intrusion. Non-
intrusion threats are further classified into collusion and non-
collusion threats.  Collusion attacks happen when students 
invite third party impersonators or abettors for help with 
online examinations. Intrusion attacks are performed by 
cyber attackers, criminals and hackers. In general, these 
threats are open-ended and wide-spread due to access of 
learning and examinations on the Internet and weak 
authentication mechanism. Figure 1 shows a threats 
classification tree, which is described below: 
III. INTRUSION 
Unlike an online bank with deposit transfer capabilities, a 
university with an online program is normally not a target for 
an attacker to break in and steal an online course. However, 
there are still concerns for intrusion into online examinations 
[21]. Intrusion attacks are carried out with malicious 
intentions and classified as i) targeted and ii) trawling attacks 
[22]. In a targeted attack, the attacker possesses information 
about a user of the targeted account. As an example, a 
student attacking account of an online tutor, would be 
interested to collect information about the tutor to penetrate 
his account using different attack methods. By contrast, a 
trawling attack is performed without any prior information 
about a user. Intrusion attacks may come from fellow 
students, friends and cyber criminals. Different types of 
intrusion attacks are described below.  
A. Student Impersonated by Intruders (Trawling) 
In this type of attack, an attacker impersonates a student in 
an online examination without his or her knowledge [23].  
This type of attack is deliberate and may come from 
cybercriminals to reveal information about an online course. 
Hugerat et al. [24] state that these attacks are carried out to 
exploit information in an online course and examinations 
without causing any harm to the online learning system. 
Although, the attacker may not destroy data in an online 
course, however, this causes distrust and affect credibility of 
an online system. Ramim and Levy [25] conducted a case 
study on the Knowledgeville University, which experienced 
cyberattack in 2002, that resulted in shutting down the server 
hosting e-learning courses, in the middle of the semester. This 
put a halt to academic work of students’ and faculty members’ 
on the courses. These attacks may come from fellow students, 
insiders, hackers, and individuals who sells exam secrets on 
the Internet to potential students undertaking an online course.  
With the advent of technologies, students are adopting new 
methods of cheating [11]. For example, Krsak [26] reported a 
method of cheating, where a student starts an online test in 
order to retrieve all questions. The student stores the exam 
questions, aborts the test in order to search for answers and 
then re-attempt the test. Students or attackers may share or sell 
exam questions to students on the same course or the Internet. 
For example, a professor in Indiana State University found her 
test questions for sale on E-bay [27]. Research studies have 
reported a new method of cheating known as braindump, 
which is a service that maintains a bank of questions and 
answers stolen from many online exams [27, 28, 29]. Hackers 
may attack online examinations to access questions to sell or 
share them with online users and potential buyers such as 
braindump services e.g. Cramster, Koofers, Study Blue and 
Course Hero [11]. 
B. Tutor Impersonated by Intruder/Student (Targetted) 
Rowe [30] has shown that students may be able to log in as 
online tutors to reveal correct answers to exam questions. He 
identified that many online tests are protected by short 
passwords. For example, Blackboard allows passwords as few 
as eight characters to protect online assessment, such 
passwords may be relatively simple to circumvent using 
systematic "cracker" software. Rowe explained that even, if 
the password guessing fails, student can still use "social 
engineering" methods that have been successfully used to 
scam people into revealing their passwords. For example, 
"emergency" calls from alleged programming staff or "please 
change your password temporarily for system testing" requests 
[31]. Since few online tutors are security experts, they can 
potentially fall for many of these scams. Students and hackers 
may use a number of methods to gain access to an online 
examination. For example, password protection can be 
circumvented using key logger, Sniffing, clickjacking, 
dictionary attack, token theft, user surveillance, malware and 
brute force login attacks [32]. For example, sniffers could be 
used to decipher message packets of a local-area network used 
by fellow students or the instructor and thereby read their 
answers or passwords. In another example, Rowe [30] states 
that student could use spyware to sneak a look at activities of 
the person preparing electronic files for the assessment.  
IV. NON-INTRUSION 
These type of attacks may come from a legitimate student 
individually or in collusion with a third party. There are a 
number of reasons that influences cheating behaviour of 
students in general. Evans and Craig [33] identified numerous 
common reasons including desire for better grades, fear of 
failure, pressure from parents to do well, unclear instructional 
objectives, and being graded on a curve. Chiesel [p.329 ,15] 
Figure 1 Threats Classification 
identified more reasons i.e. everyone else is doing it, it helps 
me get better grades, a good job, or admitted to graduate 
school, no fear of being caught, and no fear of punishment if 
caught. Other studies provided similar reasons including 
pressure to succeed, to gain high grades, getting away with 
something, lack of organizational skills, and fear of failing a 
course [34]. Other reasons that students report include a desire 
to help others, procrastination, need to pass, course difficulty, 
it doesn’t matter if I cheat, or cheating is easy [35]. 
Irrespective of the factors that motivate students, there is a 
common consensus that collusion and plagiarisms are major 
threats to online examinations. 
Non-intrusion is classified into two categories: collusion and 
non-collusion. These threats are also identified in the code of 
practice for the Assurance of Academic Quality and Standards 
in Higher Education (QAA) for the UK. The QAA identified 
plagiarism, collusion, impersonation, and use of inadmissible 
material as academic misconduct in online examinations [36]. 
Such attacks can be carried out in several ways, which are 
described below.  
A. Non-Collusion 
A non-collusion attack is a form of cheating which is 
different from collusion as it does not involve a third party 
collaborator. Such attacks happen when a student breaks exam 
regulations about what can be used to complete course 
assignments or exams [11]. Students in an online environment 
feel “distant” from others and are more likely to engage in 
deceptive behaviours [30]. This view is incomplete as 
regardless of the learning environment, non-collusion threats 
may be a cause for concern in different modes of assessment. 
In both face-to-face and online learning, students may write 
their assignments, dissertations and course work in their own 
time. Bunn, Caudill and Gropper [37] identified non-collusion 
as planned cheating which involves copying from books, 
notes, and plagiarizing. This is classified into the following 
categories. 
1) Copying From the Internet, Books,and Notes 
While writing assignments and online tests, students can 
search for answers from the Internet, books, and notes. In  
online learning, planned cheating is more common due to the 
nature of online environment [38]. In their work, Underwood 
and Szabo [39] reported students using concealed notes to 
cheat on tests, exchanging work with other students, and using 
the Internet. 
These threats depend upon the type of assessment and 
examination. In many remote assessments tutors may not be 
particularly concerned about students using a book or other 
source of information. These tests are designed carefully and 
may need to be completed in an allocated time, which may 
discourage students from accessing books or the Internet. 
2) Plagiarism 
Plagiarism is copying someone else’s ideas and material 
from any source and claiming it as your own work [40]. The 
growth of the Internet makes it appealing to copy, paste and 
take one’s writing without having the need to put extra effort. 
It has been defined in many ways, including theft, deception, 
and misunderstanding [41].   
The use of technology and the Internet has increased a 
student’s ability to plagiarize written assignments [42]. 
Plagiarism has been reported in both online and face-to-face 
courses. However, with the increasing availability of 
information online, it is more prevalent in online courses [43]. 
Turnitin [44] is a widely used originality software to 
determine the origin of written work. It is used by more than 
3,000 institutions in the U.S alone with 55 million documents 
submitted for plagiarism checking. However, plagiarism still 
poses a threat to online examinations. 
B. Collusion  
A collusion attack is a form of organized cheating which 
involves collaboration between a student and a third party to 
solve examination problems. It is an ongoing issue, which has 
been reported in a number of recent studies [2, 45, 46]. The 
threat level of collusion in online examinations can be 
different from other online applications such as banking where 
implicit collusion is unlikely to happen as the stakes are 
different [47]. Collusion involves legitimate students and may 
be challenging to circumvent. However, it can be made harder 
for an attacker to reach their goal. Schechter [48] argues that 
for a collusion attack, the number of adversaries is likely to be 
smaller than for a non-collusion attack. In another study, 
Laubscher et al. [45] suggest that collusion is one of the major 
security threats to remote assessments and proposed remote 
proctoring to detect impersonation. Howell et al., [29] reported 
online services such as Wetakeyourclass, Boostmygrades and 
UnemployedProfesssors in which students pay a fee for 
someone to take their online classes and exams. It is 
anticipated that students would be sharing their credentials 
with these websites to take their online tests. As shown in 
Figure 1, collusion is classified into two broad categories 
Impersonation and Abetting as described below. 
1) Impersonation  
In impersonation attacks, an online examination is taken by a 
third party impersonator. A student shares access credentials 
or provides access to an impersonator to his/her online test. It 
is difficult to identify or detect impersonation, once a test is 
completed [46]. These attacks are pre-planned and consensual, 
involving legitimate students with valid access credentials. 
Moini and Madni [49] state that impersonation and illegal 
sharing or disclosure of authentication secrets is challenging to 
defend in a remote online setting. They identified that students 
invite third parties to take their tests for extra benefit.  Such 
attacks are evolving with the advent of new communication 
technologies. A number of scenarios are presented below to 
describe the potential impersonation attacks. 
a) Credential Sharing via Email (Non Real-time) 
The conventional login-identifier and password is a widely 
used approach for the authentication of students in online 
examinations. This method may provide adequate security in 
many web-based applications, however, it is vulnerable to 
attacks when students invite third parties to take their exams. 
A student is able to share access credentials prior to the test 
via email, phone, and instant message. Email is a widely used 
communication method and students may share information 
with potential impersonators via this method. 
b) Credential Sharing via Phone (Real-time) 
Mobile phone has become an increasingly used 
communication technology and dependable personal 
accessory. McGee [11] identified that students may use 
smartphones for information exchange during online 
examinations. Howell et al. [29] reported that students 
exchange answers to exam questions with their phones. They 
also take photographs of exams and transmit them to others 
using their phones. Paullet et al. [28] identified the phone as a 
new method of cheating. They argue that the use of browser 
locking techniques may become irrelevant if a student has 
access to smartphones during their exams. There are two 
possible scenarios where a smart phone could be used to cheat 
in an online test i.e. sharing answers to questions, and sharing 
access credentials for impersonation. Although, it can be 
argued that access credentials could be shared before an online 
test, however, if a challenge questions method [21] or a 
random PIN code is implemented where questions or PIN 
code are generated randomly, this cannot be shared before an 
online test. Thus, smartphones are convenient to share access 
credentials with a third party impersonator in real-time. In a 
recent study, Paullet et al. [50] identified the use of mobile 
phones as a rising concern, which is a challenging issue.  
c) Credential Sharing via Instant Messaging (IM)  
The Instant Messaging (IM) is another potential method to 
communicate in real-time during an online examination 
session. The growth of IM services is a global phenomenon, 
which is rapidly changing the way people communicate. Many 
IM applications are easily available on mobile phones, tablets 
and computers for no cost on the Internet. Ease of access and 
communication makes it a potential tool for cheating. 
Examples of IM applications include Skype, Viber, Whatsapp, 
Phone, SMS [51]. Technology has been a useful tool for 
advanced learning, however, it can also be used for cheating. 
McGee [11] states that technology is the most commonly used 
strategy to cheat in online examinations. Students with access 
to phones and computers use instant messages during online 
examinations [52].  A student and a third party impersonator 
can exchange access credentials using IMs to access an online 
examination. 
d) Remote Desktop Sharing 
Using remote desktop sharing applications, a remote user 
can access a desktop with permission to all programs on a PC 
[53]. By combining remote desktop sharing and an online 
examination session, a student can login and invite a third 
party impersonator to impersonate in an online test. Desktop 
sharing is reported as one of the 10 most inventive cheating 
attempts in eCampus News [54]. Heussner [55] state that it 
could be tempting to take help from a friend or helper 
remotely using technology including remote desktop sharing.  
This enables a third party in the next room or a different city, 
country and time zone to impersonate a test taker. This type of 
attack is pre-panned and a student and the attacker takes the 
test on an agreed time.  
Secure browser is one possible solution to mitigate remote 
desktop sharing. For example a safe exam browser is an 
application to prevent running of undesirable applications 
during an online examination session [56]. Similarly, 
Respondus Lockdown Browser [57] is another secure browser 
application for online examinations. 
2) Abetting 
In abetting attacks, a legitimate student takes an online 
examination, however, he or she takes help from a third party 
[40, 58]. This is described as “panic cheating”, when a student 
is struggling to answer a question during a test. Stuber-
McEwen et al. [58] state that aiding and abetting is a common 
practice in both online and classroom cheating. Regardless of 
whether students were online or “on-ground” classes, aiding 
and abetting with exams were the most frequently reported 
form of cheating [40]. Dietz-Ulher and Hurn state that panic 
cheating occurs during a test when the student finds himself at 
a loss for an answer. Abetting is classified in the following 
two categories. 
a) Third Party Same Location 
A fellow student or a third party collaborator sitting next to a 
student can help him or her in an online test [30]. In absence 
of a live invigilation or remote monitoring, it may be difficult 
to deter the presence of helpers and abettors during an online 
examination. McGee [11] identified that in a test taking 
situation, a student and a third party can be physically located 
in the same place. Rowe [30] state the issue of authentication 
has been widely researched to ensure that a genuine student is 
present, however, not that he or she is alone, which requires 
different methods. Presence of a third party with the test taker 
is a challenging issue. 
b) Third Party Remote Location 
Students may get help from third party collaborators based in 
a remote location during their online exams [11, 29, 52]. 
Students use their phones for getting help with exam 
questions, and take photographs of questions to transmit them 
to others [29]. As discussed above, a student may use 
smartphone, instant messaging, and emails to get help from 
third parties remotely. Paullet et al. [28] identified that phone 
has been increasingly used for cheating in online 
examinations. This view is helpful to establish that students 
can use all possible means in a panic situation when they need 
help in exams. 
V. CONCLUSION 
In this paper threats to online examinations are reviewed in 
general and collusion in more detail. Collusion threats are 
motivated by vulnerabilities in identity and the authentication 
model. These threats are classified into impersonation and 
abetting. Impersonation happens, when a student willingly 
colludes and shares access credentials with a third party to 
perpetrate impersonation. Abetting happens when a student 
takes an online examination assisted by a third party based in 
the same location or remotely. It is challenging to track 
collusion attacks when an online test is completed. However, 
it is important to mitigate such attacks in order to increase 
confidence of stake holders and enhance the credibility of 
online assessment. 
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